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NO.1 Which option describes how a user enables licensed features on the virtual WSA?
A. from the CLI using the featurekey command

B. from the CLI using the loadlicense command

C. from the CLI using the update command

D. from the GUI using the System Administration/Feature Keys menu page

E. from the GUI using the System Administration/Feature Key Settings menu page
Answer: B

NO.2 Which of these is a suspect user agent?
A. <> (the null string)

B. Wget/1.8.1

C. Mozilla/5.0

D. Opera/9.0

Answer: C

NO.3 What feature on the WSA provides Day Zero Revocation of access to third party sites such as
Salesforce?

A. Application Visibility and Control

B. SaaS Access Control

C. Dynamic Vectoring and Streaming engine

D. Day Zero Revocation engine

Answer: B

NO.4 Which statement about HTTPS decryption on the WSA is true?

A. Decrypted HTTPS traffic is sent unencrypted across the enterprise intranet.

B. Object size can be used to determine whether the HTTPS traffic is to be decrypted.

C. If WBRS is enabled, it can be used to determine whether the HTTPS traffic is to be decrypted
D. If enabled, all HTTPS traffic must be decrypted.

Answer: C

NO.5 Which CLI command is used to create a W3C log?
A. mklogfiie

B. advancedproxyconfig

C. makelog

D. logconfig

E. w3clogconfig

Answer: D

NO.6 When do you need to configure the P1 interface?

A. whenever you have an upstream proxy

B. whenever you want to enable the WSA proxy

C. whenever you intend to deploy the LATM in blocking mode

D. whenever you have a separate management VLAN or subnetwork
Answer: D
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NO.7 Which option describes the policies that the security administrator can create using Adaptive
Scanning?

A. to scan all content using all malware and antivirus algorithms

B. to use specifically designated antivirus scanning engines in designated access policies

C. to block malware and viruses

D. to use optimized antivirus weighting and scanning algorithms against content types without
administrator configuration

Answer: D

Explanation:

Adaptive Scanning is a new content scanning logic introduced on the Cisco IronPort S-Series. This
new security feature greatly increases the catch rate for malware embedded in images, Javascript,
text, and Flash files. Adaptive Scanning intelligently selects scanners based on numerous criteria,
such as the web reputation score, content type, the scanner catch rate for a given content type, and
the scanning cost of a given scanner, resulting in up to 35% higher efficacy in blocking malware.

NO.8 Which statement about the S-Series native FTP proxy is not true?
A. Access policies may apply to native FTP traffic.

B. Data loss prevention policies may apply to native FTP traffic

C. Authentication is supported in transparent mode.

D. Both active and passive mode FTP are supported.

E. By default, the FTP proxy uses port 8021.

Answer: C
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